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ɺɺɽɼɽʅʀɽ ɺ 

ʂʀɹɽʈʇʈɽʉʊʋʇʅʆʉʊʔ 



ʂʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ: ʥʝʜʘʚʥʝʝ ʧʨʦʰʣʦʝ 

ʈʝʟʫʣʴʪʘʪ 

ʐʧʠʦʥʘʞ) 

ʉʣʘʚʘ 

ʂʨʘʞʘ 

ʈʘʟʨʘʙʦʪʯʠʢʠ ɸʢʪʠʚ 

ʏʝʨʚʠ 

ʀʥʩʪʨʫʤʝʥʪʳ 
ʘʪʘʢ 

ɺʠʨʫʩʳ 

ʊʨʦʷʥʳ 

ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ 

ʉʢʦʤʧʨʦʤʝʪʠʨʦ-
ʚʘʥʥʳʝ ʭʦʩʪ ʠʣʠ 
ʧʨʠʣʦʞʝʥʠʝ 

ʉʢʦʤʧʨʦʤʝʪʠʨʦ-
ʚʘʥʥʦʝ 
ʦʢʨʫʞʝʥʠʝ 



ʕʚʦʣʶʮʠʷ ʫʛʨʦʟ 

 

ɺʠʨʫʩ 
ʐʧʠʦʥʩʢʦʝ 

ʇʆ 

Malware 

(ʪʨʦʷʥʳ, 

ʢʝʡʣʦʛʛʝʨʳ, 

ʩʢʨʠʧʪʳ) 

ʕʢʩʧʣʦʠʪʳ 

ʀʩʩʣʝʜʦʚʘʥʠʷ 

NSS LAB 

ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ 

ʜʘʞʝ ʣʫʯʰʠʝ 

ʘʥʪʠʚʠʨʫʩʳ ʠ 

Web-ʰʣʶʟʳ ʥʝ 

ʵʬʬʝʢʪʠʚʥʳ 

ʧʨʦʪʠʚ 

ʩʦʚʨʝʤʝʥʥʳʭ 

ʫʛʨʦʟ 

ɺʨʝʜʦʥʦʩʥʳʝ 

ʧʨʦʛʨʘʤʤʳ 

ʚʦʨʫʶʪ ʫʞʝ ʥʝ 

ʩʩʳʣʢʠ ʥʘ 

ʧʦʩʝʱʘʝʤʳʝ 

ʚʘʤʠ ʩʘʡʪʳ, ʘ 

ʨʝʢʚʠʟʠʪʳ 

ʜʦʩʪʫʧʘ ʢ ʥʠʤ 

Web ʠ ʩʦʮʠʘʣʴʥʳʝ 

ʩʝʪʠ ʚʩʝ ʯʘʱʝ 

ʩʪʘʥʦʚʷʪʩʷ 

ʨʘʩʩʘʜʥʠʢʦʤ 

ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ, ʘ ʪʘʢʞʝ 

ʠʥʩʪʨʫʤʝʥʪʦʤ 

ʨʘʟʚʝʜʢʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ 

ɺʨʝʜʦʥʦʩʥʳʝ 

ʧʨʦʛʨʘʤʤʳ 

ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ 

ʩʚʦʠʭ ʜʝʡʩʪʚʠʡ 

ʥʝʠʟʚʝʩʪʥʳʝ 

ʫʷʟʚʠʤʦʩʪʠ (0-Day, 

0-Hour) 



ʕʚʦʣʶʮʠʷ ʪʘʢʪʠʢʠ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ 

 

ʄʘʩʩʦʚʦʝ 

ʟʘʨʘʞʝʥʠʝ 
ʇʦʣʠʤʦʨ-

ʬʠʟʤ 

ʌʦʢʫʩ ʥʘ 

ʢʦʥʢʨʝʪʥʫʶ 

ʞʝʨʪʚʫ 

ʇʝʨʝʜʦʚʳʝ 

ʠ ʪʘʡʥʳʝ 

ʩʨʝʜʩʪʚʘ 

(APT) 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʦʚ 

ʥʝ ʠʥʪʝʨʝʩʫʝʪ 

ʠʟʚʝʩʪʥʦʩʪʴ ʠ 

ʩʣʘʚʘ ï ʠʤ ʚʘʞʥʘ 

ʬʠʥʘʥʩʦʚʘʷ 

ʚʳʛʦʜʘ ʦʪ 

ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟʳ 

ʉʦʚʨʝʤʝʥʥʳʝ ʫʛʨʦʟʳ 

ʧʦʩʪʦʷʥʥʦ ʤʝʥʷʶʪʩʷ, 

ʯʪʦʙʳ ʩʨʝʜʩʪʚʘ 

ʟʘʱʠʪʳ ʠʭ ʥʝ 

ʦʪʩʣʝʜʠʣʠ ï 

ʠʟʤʝʥʝʥʠʝ 

ʧʦʚʝʜʝʥʠʷ, ʘʜʨʝʩʦʚ 

ʩʝʨʚʝʨʦʚ ʫʧʨʘʚʣʝʥʠʷ 

ʋʛʨʦʟʳ ʤʦʛʫʪ ʙʳʪʴ 

ʨʘʟʨʘʙʦʪʘʥʳ 

ʩʧʝʮʠʘʣʴʥʦ ʧʦʜ ʚʘʩ ï 

ʦʥʠ ʫʯʠʪʳʚʘʶʪ ʚʘʰʫ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ 

ʚʩʪʨʘʠʚʘʶʪʩʷ ʚ ʥʝʝ, ʯʪʦ 

ʜʝʣʘʝʪ ʥʝʚʦʟʤʦʞʥʳʤ 

ʧʨʠʤʝʥʝʥʠʝ 

ʩʪʘʥʜʘʨʪʥʳʭ ʤʝʪʦʜʦʚ 

ʘʥʘʣʠʟʘ 

ʋʛʨʦʟʳ ʩʪʘʥʦʚʷʪʩʷ 

ʤʦʜʫʣʴʥʳʤʠ, 

ʩʘʤʦʚʦʩʩʪʘʥʘʚʣʠʚʘ-

ʶʱʠʤʠʩʷ ʠ 

ʫʩʪʦʡʯʠʚʳʤʠ ʢ 

ʦʪʢʘʟʘʤ ʠ 

ʦʙʥʘʨʫʞʝʥʠʶ 



ʂʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ: ʥʘʩʪʦʷʱʝʝ 

ʈʘʟʨʘʙʦʪʯʠʢʠ ʇʦʩʨʝʜʥʠʢʠ ɸʪʘʢʠ ʚʪʦʨʦʡ 
ʚʦʣʥʳ 

ʉʦʟʜʘʥʠʝ 
ʙʦʪʥʝʪʦʚ 

$$$ ʌʠʥʘʥʩʦʚʳʝ ʧʦʪʦʢʠ $$$ 

ʏʝʨʚʠ 

ʐʧʠʦʥʩʢʦʝ 
ʇʆ 

ʀʥʩʪʨʫʤʝʥʪʳ 
ʘʪʘʢ 

ɺʠʨʫʩʳ 

ʊʨʦʷʥʳ 

ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ 

ɸʪʘʢʠ ʧʝʨʚʦʡ 
ʚʦʣʥʳ 

ɿʘʨʘʞʝʥʠʝ 

ʇʨʷʤʘʷ ʘʪʘʢʘ 
ʦʪ ʭʘʢʝʨʘ 

ʇʨʦʜʘʞʘ 
ʠʥʬʦʨʤʘʮʠʠ 

ʈʘʩʩʳʣʢʘ 
ʉʧʘʤʘ 

ʌʠʰʠʥʛ/ ʉʙʦʨ 
ʠʥʬʦʨʤʘʮʠʠ 

DDoS 

ɸʪʘʢʘ ʥʘ ʦʪʜʝʣʴʥʳʝ 
ʩʠʩʪʝʤʳ ʠ 
ʧʨʠʣʦʞʝʥʠʷ 

ʈʝʟʫʣʴʪʘʪ 

ʄʦʰʝʥʥʠʯʝʩʪʚʦ 

ʈʝʢʣʘʤʘ 

ʄʦʰʝʥʥʠʯʝʩʢʠʝ 
ʧʨʦʜʘʞʠ 

ʅʘʢʨʫʯʠʚʘʥʠʝ 
ʢʣʠʢʦʚ 

ʐʧʠʦʥʘʞ 

ʉʣʘʚʘ 

ʄʝʩʪʴ 

ɺʳʤʦʛʘʪʝʣʴʩʪʚʦ 

ʋʧʨʘʚʣʝʥʠʝ ʙʦʪʥʝʪʦʤ: 

ɸʨʝʥʜʘ, ʧʨʦʜʘʞʘ 

ʂʨʘʞʘ 
ʠʥʬʦʨʤʘʮʠʠ 

ʌʘʨʤʠʥʛ,    
DNS Poisoning 



Cisco Cybercrime ROI Matrix 

 



ɺɺɽɼɽʅʀɽ ɺ ɹʀɿʅɽʉ-

ʄʆɼɽʃʀʈʆɺɸʅʀɽ 



ɻʜʝ ʜʝʥʴʛʠ ï ʪʘʤ ʙʠʟʥʝʩé ʠ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ! 

Å ɹʠʟʥʝʩ-ʤʦʜʝʣʴ ï ʵʪʦ ʩʪʨʘʪʝʛʠʯʝʩʢʠʡ ʧʣʘʥ, ʢʦʪʦʨʳʡ ʧʨʝʪʚʦʨʷʝʪʩʷ 

ʚ ʞʠʟʥʴ ʯʝʨʝʟ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʝ ʩʪʨʫʢʪʫʨʳ, ʧʨʦʮʝʩʩʳ ʠ ʩʠʩʪʝʤʳ 

ïɻʦʚʦʨʷ ʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ, ʦʙʳʯʥʦ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚʩʝ ʵʪʠ 

ʵʣʝʤʝʥʪʳ ʧʦ ʦʪʜʝʣʴʥʦʩʪʠ 

Å ɹʠʟʥʝʩ-ʤʦʜʝʣʴ ʩʦʩʪʦʠʪ ʠʟ 9 ʦʙʷʟʘʪʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ 

ïʇʦʪʨʝʙʠʪʝʣʴʩʢʠʡ ʩʝʛʤʝʥʪ 

ïʎʝʥʥʦʩʪʥʦʝ ʧʨʝʜʣʦʞʝʥʠʝ 

ïʂʘʥʘʣʳ ʩʙʳʪʘ 

ïɺʟʘʠʤʦʦʪʥʦʰʝʥʠʷ ʩ ʢʣʠʝʥʪʘʤʠ 

ïʇʦʪʦʢʠ ʧʦʩʪʫʧʣʝʥʠʷ ʜʦʭʦʜʦʚ 

ïʂʣʶʯʝʚʳʝ ʨʝʩʫʨʩʳ 

ïʂʣʶʯʝʚʳʝ ʚʠʜʳ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ïʂʣʶʯʝʚʳʝ ʧʘʨʪʥʝʨʳ 

ïʉʪʨʫʢʪʫʨʘ ʠʟʜʝʨʞʝʢ 



ʐʘʙʣʦʥ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ 

ʂʣʶʯʝʚʳʝ 

ʧʘʨʪʥʝʨʳ 

ʂʣʶʯʝʚʳʝ 

ʚʠʜʳ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʎʝʥʥʦʩʪʥʳʝ 

ʧʨʝʜʣʦʞʝʥʠʷ 

ɺʟʘʠʤʦʦʪʥʦʰʝʥʠʷ 

ʩ ʢʣʠʝʥʪʘʤʠ 

ʇʦʪʨʝʙʠʪʝʣʴʩʢʠʝ 

ʩʝʛʤʝʥʪʳ 

ʂʣʶʯʝʚʳʝ 

ʨʝʩʫʨʩʳ 
ʂʘʥʘʣʳ ʩʙʳʪʘ 

ʉʪʨʫʢʪʫʨʘ ʠʟʜʝʨʞʝʢ ʇʦʪʦʢʠ ʧʦʩʪʫʧʣʝʥʠʷ ʜʦʭʦʜʦʚ 



ʇʦʪʨʝʙʠʪʝʣʴʩʢʠʝ ʩʝʛʤʝʥʪʳ 

Å ʂʣʠʝʥʪʳ ï ʩʝʨʜʮʝ ʣʶʙʦʡ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ 

ïʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ 

Åɺʣʘʜʝʣʴʮʳ ʙʦʪʥʝʪʦʚ 

Åʉʧʘʤʝʨʳ 

Åʂʘʨʜʝʨʳ 

Åʄʫʣʳ (ʜʨʦʧʧʝʨʳ) 

Åʈʘʟʨʘʙʦʪʯʠʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʠ ʪ.ʜ. 

ïʂʦʤʧʘʥʠʠ, ʧʦʢʫʧʘʶʱʠʝ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ 

ïʂʦʤʧʘʥʠʠ-ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʧʨʦʜʫʢʪʦʚ ʠ ʫʩʣʫʛ 

Å ʇʦʪʨʝʙʥʦʩʪʠ (ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ) 

ïɹʳʩʪʨʦʪʘ 

ïʉʢʨʳʪʥʦʩʪʴ 

ïɸʚʪʦʤʘʪʠʟʘʮʠʷ 

ïɻʠʙʢʦʩʪʴ 



ʎʝʥʥʦʩʪʥʦʝ ʧʨʝʜʣʦʞʝʥʠʝ 

Å ʂʘʢʠʝ ʪʦʚʘʨʳ ʠ ʫʩʣʫʛʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʮʝʥʥʦʩʪʴ ʜʣʷ ʢʘʞʜʦʛʦ 

ʧʦʪʨʝʙʠʪʝʣʴʩʢʦʛʦ ʩʝʛʤʝʥʪʘ? 

ïʂʘʢʘʷ ʮʝʥʥʦʩʪʴ ʧʨʝʜʣʘʛʘʝʪʩʷ ʧʦʪʨʝʙʠʪʝʣʶ? 

ïʂʘʢʠʝ ʧʨʦʙʣʝʤʳ ʧʦʤʦʛʘʶʪ ʨʝʰʠʪʴ ʧʦʪʨʝʙʠʪʝʣʶ? 

ïʂʘʢʠʝ ʧʦʪʨʝʙʥʦʩʪʠ ʫʜʦʚʣʝʪʚʦʨʷʶʪʩʷ? 

ïʂʘʢʠʝ ʧʨʦʜʫʢʪʳ ʠ ʫʩʣʫʛʠ ʧʨʝʜʣʘʛʘʶʪʩʷ ʧʦʪʨʝʙʠʪʝʣʶ? 



ɺ ʯʝʤ ʮʝʥʥʦʩʪʴ ʧʨʦʜʫʢʪʦʚ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ? 

Å ʅʦʚʠʟʥʘ ʠ ʠʥʥʦʚʘʮʠʠ 

Å ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 

Å ʀʟʛʦʪʦʚʣʝʥʠʝ ʥʘ ʟʘʢʘʟ 

Å ɼʦʨʘʙʦʪʢʘ ʠ ʧʦʜʜʝʨʞʢʘ 

Å ʉʢʨʳʪʦʩʪʴ  

ïɿʘʢʘʟʘ ʠ ʨʘʙʦʪʳ ʧʦʢʫʧʘʝʤʦʛʦ ʧʨʦʜʫʢʪʘ 

Å ɸʚʪʦʤʘʪʠʟʘʮʠʷ, ʫʜʦʙʩʪʚʦ, ʛʠʙʢʦʩʪʴ 

Å ʂʦʥʮʝʥʪʨʘʮʠʷ ʥʘ ʧʨʦʬʠʣʴʥʦʤ ʙʠʟʥʝʩʝ ï ʦʩʪʘʣʴʥʦʝ ʜʝʣʘʝʪ ʟʘʢʘʟʯʠʢ 

Å ʎʝʥʘ 

ïʉʥʠʞʝʥʠʝ ʨʘʩʭʦʜʦʚ (ʭʦʩʪʠʥʛ, ʩʜʘʯʘ ʚ ʘʨʝʥʜʫ ʙʦʪ-ʩʝʪʝʡ ʠ ʪ.ʧ.) 

Å ʉʥʠʞʝʥʠʝ ʨʠʩʢʦʚ (ʭʦʩʪʠʥʛ ʚ çʪʦʣʝʨʘʥʪʥʳʭè ʩʪʨʘʥʘʭ) 

Å ɼʦʩʪʫʧʥʦʩʪʴ 

ïɼʣʷ ʥʦʚʳʭ ʢʘʪʝʛʦʨʠʡ ʢʣʠʝʥʪʦʚ (ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʠ ʪʫʣʢʠʪʳ) 

 



ʇʨʠʤʝʨ: ʠʥʥʦʚʘʮʠʠ ʚ ʩʧʘʤʝ 

Å ʈʦʩʪ ʩʣʦʞʥʦʩʪʠ 

ïʌʦʢʫʩʠʨʦʚʢʘ 

ïʉʢʨʳʪʳʝ ʩʩʳʣʢʠ 

Å ʅʦʚʳʝ ʚʝʢʪʦʨʘ 

ïSMS vishing 

ï IM SPAM (SPIM) 

ïʉʦʮʠʘʣʴʥʳʝ ʩʝʪʠ 

Å ʉʦʮʠʘʣʴʥʳʡ ʠʥʞʠʥʠʨʠʥʛ 

Å 50% ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʦʪʢʨʳʚʘʶʪ ʩʧʘʤ ʠʣʠ 

ʢʣʠʢʘʶʪ ʧʦ ʩʩʳʣʢʘʤ ʚ 

ʥʝʤ 



ʉʧʘʤ vs ʬʠʰʠʥʛ 

Å ʆʙʲʝʤ ʩʧʘʤʘ ʩʥʠʞʘʝʪʩʷ 

Å ʆʙʲʝʤ ʬʠʰʠʥʛʘ ʨʘʩʪʝʪ 

Å ʎʝʣʝʚʳʝ ʘʪʘʢʠ ʥʘ ʙʦʣʝʝ 

ʮʝʥʥʳʝ ʦʙʲʝʢʪʳ ʙʦʣʝʝ 

ʚʳʛʦʜʥʳ 

 

 

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps10128/ps10339/ps10354/targeted_attacks.pdf


ʇʨʠʤʝʨ: ʮʝʥʥʦʩʪʴ ʚ ʘʚʪʦʤʘʪʠʟʘʮʠʠ 

http://upload.wikimedia.org/wikipedia/commons/9/98/LoicNewEraCracker.png


ʇʨʠʤʝʨ: ʮʝʥʥʦʩʪʴ ʚ ʫʧʨʘʚʣʝʥʠʠ 



ʕʢʩʢʣʶʟʠʚʥʳʝ ʨʘʟʨʘʙʦʪʢʘ ʠ ʫʩʣʫʛʠ 



ʂʘʥʘʣʳ ʩʙʳʪʘ 

Å ʉʦʙʩʪʚʝʥʥʳʝ / ʇʘʨʪʥʝʨʩʢʠʝ 

Å ʇʨʷʤʳʝ ï ʙʦʣʴʰʘʷ ʧʨʠʙʳʣʴ, ʥʦ ʜʦʨʦʞʝ ʦʨʛʘʥʠʟʘʮʠʷ ʠ 

ʫʧʨʘʚʣʝʥʠʝ 

ïʊʦʨʛʦʚʳʝ ʘʛʝʥʪʳ 

ïʇʨʦʜʘʞʠ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ 

Å ʅʝʧʨʷʤʳʝ ï ʤʝʥʴʰʘʷ ʧʨʠʙʳʣʴ, ʥʦ ʙʦʣʴʰʠʡ ʦʭʚʘʪ 

ïʌʠʨʤʝʥʥʳʝ ʤʘʛʘʟʠʥʳ 

ïʇʘʨʪʥʝʨʩʢʠʝ ʤʘʛʘʟʠʥʳ 

ïʆʧʪʦʚʠʢʠ 

 

 



ʇʨʦʩʪʘʷ ʨʝʢʣʘʤʘ ʠʥʩʪʨʫʤʝʥʪʦʚ ʨʘʩʩʳʣʢʠ ʩʧʘʤʘ 

Å ɽʱʝ ʚ 2003ʛ. ʧʦʷʚʠʣʠʩʴ ʢʦʤʤʝʨʯʝʩʢʠʝ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʨʘʩʩʳʣʦʢ 

ʩʧʘʤʘ, ʪʘʢʠʝ ʢʘʢ: Dark, Revolution ʠ Reactor Mailer 

 



çʉʧʦʥʩʦʨʩʢʘʷè ʨʝʢʣʘʤʘ ʚ ʧʦʠʩʢʦʚʠʢʘʭ 


